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Abstract

Open vSwitch (OVS) is a key component in cloud and data cen-
ter networks, yet its MegaFlow classifier imposes significant CPU
overhead. Existing SmartNIC-based acceleration approaches for
the MegaFlow classifier typically employ simplistic hardware of-
floading techniques, which exhibit limited scalability for dynamic,
large-scale flow tables. Motivated by these challenges, we argue
that a hardware accelerator specifically tailored for the MegaFlow
classifier is necessary, forming the basis of our FPGA-based solu-
tion, MegaTurbo. The core innovations of MegaTurbo are threefold:
(1) a scalable and hardware-friendly decision-tree based packet
classification algorithm, specifically optimized for the structure of
MegaFlow rules; (2) a novel hardware architecture incorporating
multiple pipelined matching engines, designed to process multi-
ple decision trees generated by the software algorithm in parallel;
and (3) a heterogeneous framework composed of CPU and FPGA,
which can work together to support online rule updates, with little
and bounded impact on rule searching. Experimental results on
a Xilinx Virtex UltraScale+ FPGA demonstrate that MegaTurbo
achieves a sustained classification throughput of 500 MPPS while
supporting dynamic rule updates at 300-500 KUPS on 100K-scale
rulesets. These results not only validate the effectiveness of our
domain-specific co-design approach, but also highlight the potential
of FPGA-based SmartNICs to address the performance bottlenecks
of software switches in large-scale cloud and data center networks.
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1 Introduction

The relentless growth of cloud computing and big data analytics
has placed unprecedented demands on the underlying network in-
frastructure of modern data centers. To meet the requirements for
agility, scalability, and centralized management, Software-Defined
Networking (SDN) has emerged as the foundational paradigm.
Within this framework, the virtual switch—a software-based data
plane element—plays a pivotal role in connecting virtual machines
and containers. Among these, Open vSwitch (OVS) has emerged
as a widely adopted standard, serving as a critical component in
major cloud platforms [37]. A central performance-determining
element within OVS is the MegaFlow classifier (MFC), an intelligent
cache designed to minimize expensive multi-stage packet-matching
operations. However, this software-based classifier itself consumes
substantial CPU resources, becoming a severe performance bottle-
neck that limits throughput and increases latency.

To reduce this CPU overhead, a promising approach is to offload
the packet classification task to hardware accelerators embedded
in SmartNICs [8, 31]. Existing solutions typically employ simplistic
hardware offloading techniques and can be broadly categorized
into two types: exact-match offloads and TCAM-based offloads.
The former, widely adopted in commercial SmartNICs, offloads
flow entries into hash tables for precise tuple matching [35, 36].
While effective for cached flows, this approach is fundamentally
incapable of handling the wildcard patterns pervasive in MegaFlow
rules, severely limiting its applicability. Some high-end SmartNICs
utilize Ternary Content-Addressable Memory (TCAM) to support
wildcards. However, TCAMs are notoriously expensive, power-
hungry, and offer limited capacity (typically a few thousand entries),
making them unsuitable for the large-scale, dynamic flow tables in
cloud environments [23, 25, 27, 33, 34, 44, 56, 65, 66].
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More recently, advanced research efforts have sought to over-
come the limitations of earlier FPGA-based designs through more
sophisticated architectural approaches. These can be broadly cat-
egorized into two classes: run-to-completion (RTC) architectures,
such as TcbTree [59] and KickTree [58, 61], and pure pipeline ar-
chitectures, such as ParaSplit [9] and MbitTree [51]. The former,
while offering greater flexibility and ease of supporting dynamic
rule updates, suffer from low lookup efficiency. To compensate,
they often require multiple processing cores to accumulate per-
formance, leading to high resource utilization. More critically, the
non-deterministic nature of the RTC execution model results in
variable and unpredictable latency for packet processing. This ne-
cessitates a complex and costly result reordering mechanism to
restore packet order at the output, inevitably increasing overall
latency and design complexity. The latter class—pure pipeline ar-
chitectures—can achieve high lookup throughput with relatively
low resource overhead, but they face significant challenges in sup-
porting incremental rule updates. Importantly, neither architecture
is specifically tailored to the distinct structure and frequent up-
date patterns of modern switching abstractions such as the OVS
MegaFlow cache, indicating considerable room for optimization.

Motivated by this gap, we argue that overcoming the MegaFlow
bottleneck requires a dedicated hardware accelerator that moves
beyond generic offloading or classification. A solution must be
specifically architected through a holistic algorithm-hardware co-
design approach that is optimized for the unique properties of the
MegaFlow classifier. This paper presents the design, implementa-
tion, and evaluation of MegaTurbo, a novel FPGA-based accelerator
that embodies this philosophy. The core innovations are threefold:

o We design a scalable, hardware-friendly decision-tree based
packet classification algorithm, MegaTree, that is explicitly
tailored to the structural characteristics of MegaFlow rules.

o We design a novel, multi-engine pipelined hardware architec-
ture that enables efficient parallel processing of the multiple
decision trees generated by our software algorithm.

o We develop a heterogeneous CPU-FPGA cooperative frame-
work that supports online rule updates with negligible im-
pact on the ongoing packet classification performance.

Through extensive evaluations on a Xilinx Virtex UltraScale+
FPGA, we demonstrate that MegaTurbo achieves a stable classifica-
tion throughput of 500 MPPS, coupled with a dynamic rule update
throughput exceeding 370 KUPS. This classification performance
significantly surpasses all existing FPGA-based packet classification
solutions, showcasing MegaTurbo’s superior capability in handling
large-scale, dynamic flow tables. These results not only validate
the efficacy of our co-design approach but also highlight the po-
tential of FPGA-based SmartNICs to alleviate critical performance
bottlenecks in large-scale cloud and data center networks.

2 Background and Motivation

2.1 MegaFlow Classification Problem in OVS

Open vSwitch (OVS) is widely regarded as the standard virtual
switch in cloud and data center environments, its performance
critically depending on the MegaFlow cache-a sophisticated clas-
sifier that minimizes packet processing overhead through intel-
ligent flow entry caching and aggregation [45]. Algorithmically,
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Table 1: A two-field example of MegaFlow ruleset

Rule Field X Field Y Action
R1 000~ 000~ Actionl
R2 00** 001* Action2
R3 01" 0*** Action3
R4 0*** 111* Action4
R5 * 100" Action5
R6 10** 000" Action6
R7 10** 010* Action7
R8 101* 111* Action8
R9 11" 0*** Action9

R10 11 11%* Actionl0

the MegaFlow classification is essentially a variant of the classic
packet classification problem, actively explored for over twenty
years [5, 12, 13, 20, 22, 24, 30, 32, 47-49, 52, 54, 55, 60, 62, 67, 69].
The multi-field packet classification problem can be formally de-
fined as follows: Given a packet P = (fi, f2, ..., fg) with d header
fields and a ruleset R = {Ry, R, ..., Ry} where each rule R; =
(F, Fé, e, Fé, Priority;, Action;) contains field specifications (pre-
fixes, ranges, or exact values), a match occurs when Vj € [1,d], f; €
F ]l The goal is to find the matching rule with the highest priority:
R* = argmax{Priority(R) | R € M(P)}, where M(P) ={R; e R |
Vj,fj € F ]’} is the set of all rules matching packet P. The key differ-
ence between them is that there is no overlap among the MegaFlow
rules, thereby eliminating the need for priority resolution. Table 1
shows an example MegaFlow ruleset with two 4-bit width fields.

2.2 MegaFlow Classification Challenge in OVS

While MegaFlow cache enables high-performance packet forward-
ing by avoiding multi-stage packet-matching operations, it intro-
duces significant challenges that constrain OVS’s scalability in
modern cloud environments [6, 68, 70, 72]. One very important
reason is that MegaFlow classifer employs a classic tuple-based
algorithm for its packet classification [37, 48], which requires ex-
haustive traversal through all tuple combinations and exhibits poor
scalability in both dimensionality and rule volume [7, 28, 29].

Empirical evidence from Figure 1 reveals the algorithm’s funda-
mental weakness: the number of generated tuples grows dramati-
cally with increasing flow diversity, creating substantial memory
and computational overhead. This tuple explosion forces the tuple-
based algorithm to traverse a rapidly growing search space for each
packet, creating a severe bottleneck that undermines the cache’s
efficiency and highlights the urgent need for more scalable classifi-
cation approaches. Although its performance remains manageable
with structured flows like ACLs, where flow aggregation mitigates
tuple growth, it deteriorates markedly under diverse traffic patterns,
such as those in microservice communications, where cache entries
scale nearly linearly with incoming flows.

The operational overhead of the MegaFlow classifier further
exacerbates these challenges. The continuous processes of packet
classification, flow entry management, and cache maintenance con-
sume substantial CPU and memory resources that would otherwise
serve tenant applications. This resource contention becomes par-
ticularly severe under adverse traffic conditions, where decreased
classification efficiency coincides with increased computational de-
mands. The resulting competition between network functions and
business applications not only limits network performance but also
diminishes the overall computational capacity of the host system.
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Figure 1: MFC evaluation results under varying traffic loads,
using OVS TestBench open sourced from NuevoMatch [43].

These dual challenges of performance unpredictability and re-
source overhead underscore software-based MegaFlow classifica-
tion’s limitations and highlight the need for hardware offloading. As
cloud networks scale, migrating this critical functionality to special-
ized accelerators, such as FPGAs and SmartNICs, grows increasingly
compelling. This architectural evolution is essential to achieve de-
terministic performance, eliminate host resource contention, and
meet modern virtualized infrastructure’s growing demands.

2.3 FPGA-based Acceleration Paradigms

Existing FPGA acceleration for packet classification as well as other
complex packet-processing tasks like regular-expression matching
falls into two major paradigms. [10, 11, 14-17, 21, 38, 40-42, 46,
50, 57-59, 61, 63], each with inherent trade-offs that make them
suboptimal for the dynamic nature of the MegaFlow cache.

2.3.1 Run-to-Completion (RTC) Architectures. Emerging FPGA-
based techniques, exemplified by state-of-the-art designs such as
KickTree [58, 61] and TcbTree [59], consolidate all nodes from every
level of a tree into a single SRAM. This architecture supports diverse
rulesets without reconfiguration and overcomes tree depth limita-
tions, offering significantly greater versatility than fixed-pipeline
solutions. A key advantage of this flexibility is the inherent support
for dynamic rule updates. However, its fundamental drawback is
the sequential access of nodes, which inherently limits throughput.
Consequently, achieving high performance often necessitates repli-
cation across multiple cores, resulting in poor resource utilization.
More critically, the non-deterministic execution latency introduces
unpredictable packet reordering, thereby requiring complex and
high-latency reordering mechanisms at the output.

2.3.2  Pure Pipeline Architectures. Architectures such as Hyper-
Cuts on FPGA [16], HyperSplit on FPGA [38], ParaSplit [9] and
MbitTree [51] implement classification as a dedicated fixed-latency
pipeline. In this model, tree node information is distributed across
multiple SRAMs, each corresponding to a pipeline stage, enabling a
result to be output in every cycle. As a result, classification through-
put scales linearly with the operating frequency, delivering high
performance and deterministic latency with efficient resource us-
age. However, its static nature is its greatest weakness. The number
of pipeline stages is determined by the data structure generated
by a specific ruleset, which makes supporting incremental rule up-
dates—a fundamental requirement for the ever-evolving MegaFlow
cache—exceptionally difficult without stalling the pipeline or incur-
ring significant performance overhead.
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2.4 The Gap and Our Contribution

As discussed, the prevailing hardware paradigms for packet clas-
sification, including those implemented in FPGAs, present a stark
trade-off. While FPGAs offer programmability, conventional designs
based on RTC architectures incur significant reconfiguration over-
head that undermines performance determinism, whereas static
pipelines prioritize throughput but cannot support the agile up-
dates required by the MegaFlow cache. The core issue persists:
even on FPGA platforms, existing design methodologies fail to ade-
quately resolve the fundamental conflict between the dynamic table
management inherent to MFC and the static resource allocation of
hardware circuits. Crucially, prior FPGA-based implementations
have not been architected specifically to accommodate the distinct
wildcard patterns and the continuous, fine-grained update stream
characteristic of the MegaFlow cache, leading to inefficient resource
utilization and limited scalability under realistic OVS workloads.

This landscape underscores the limitation of applying conven-
tional hardware design paradigms to the MFC offload problem and
motivates the need for a truly domain-specific, FPGA-native archi-
tecture that co-designs the algorithm with the underlying fabric.

Our work, MegaTurbo, bridges this gap by introducing a novel
architecture designed from the ground up for FPGA implemen-
tation to address this challenge. We combine a hardware-friendly
classification algorithm optimized for MegaFlow rules with a hybrid
engine that leverages FPGA resources to decouple high-throughput
packet processing from low-latency update management. This en-
ables MegaTurbo to deliver pipelined performance while supporting
efficient, low-impact online updates—a capability absent in prior
FPGA designs. By aligning the architecture with the operational
characteristics of OVS, MegaTurbo effectively breaks the traditional
flexibility-performance trade-off, demonstrating how a domain-
specific FPGA design can overcome conventional limitations to
fully leverage the MegaFlow cache’s potential.

3 The Proposed MegaTurbo
3.1 Overall Framework

The overall architecture of MegaTurbo, as illustrated in Figure 2,
embodies a tightly coupled CPU-FPGA co-design. It operates as a
heterogeneous system where the host CPU running the standard
OVS stack collaborates with a custom FPGA accelerator.

The workflow begins with the Flow Classifier Building Agent
on the CPU side. This agent compiles the flow rules in MegaFlow
classifier, which are originally established by the OVS slow path,
into the hardware-optimized MegaTree data structure. This data
structure serves a dual purpose: it is used to generate the hardware
configuration files that build the pipeline trees on the FPGA, and it
defines the actual content (i.e., node and leaf data) that is loaded
into the pipeline memories via a dedicated interface.

The heart of the acceleration is the Hardware Classification Accel-
erator on the FPGA. This accelerator is composed of a large number
of parallel processing Pipelines (e.g., Pipeline 1to Pipeline N). Each
pipeline is configured to process packets against a specific segment
of the ruleset. Incoming packets are directed to these pipelines,
where their headers are processed in parallel. The hardware effi-
ciently traverses the preloaded MegaTree structures and outputs
the matching result, which is then used for forwarding decisions.
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Figure 2: System architecture of MegaTurbo.

Crucially, to natively support the dynamic nature of the OVS
MegaFlow cache, the Online Rule Update Agent manages incremen-
tal rule updates. It computes differences in the MegaTree data struc-
ture and generates corresponding configuration updates, which are
delivered to the FPGA to modify specific pipelines on-the-fly. This
mechanism ensures that high classification throughput is sustained
with minimal impact, while supporting a substantial dynamic rule
update throughput, making MegaTurbo suitable for large-scale,
dynamic cloud environments.

3.2 Algorithm Foundation: HyperSplit

MegaTurbo employs the well-known HyperSplit algorithm [39] as
the foundational method for building decision trees. The geometric
representation in Figure 3a visually demonstrates the distribution
of rules in the field space, while the decision tree in Figure 3b , built
from the ruleset in Table 1, illustrates this process: the algorithm
recursively splits rules at each node using a cutpoint T that equally
partitions the current ruleset into two subsets of balanced size (i.e.,
X < Tand X > T). Partitioning continues until the number of rules
in a node falls below a predefined threshold binth, at which point
the node becomes a leaf containing the final rule subset.

The selection of HyperSplit is well-suited to MegaFlow classifi-
cation primarily because the inherent non-overlapping property of
MegaFlow rules significantly reduces rule replication during tree
construction, enabling MegaTurbo to achieve effective classifica-
tion of large-scale rulesets (e.g., 100K rules) using only a modest
number of parallel trees in our system.

3.3 The MegaFlow-Dedicated Algorithm

To overcome the limitations of existing packet classification algo-
rithms when applied to the MegaFlow cache, we designed MegaTree,
a scalable and hardware-friendly algorithm specifically tailored for
the structure and dynamics of MegaFlow rules. The core objective
of MegaTree is to transform a complete set of MFC flow rules into

7
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Figure 3: HyperSplit for example rules in Table 1 (binth=4).
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Figure 4: MegaFlow classifier algorithm (i.e., MegaTree). A
rule is “kicked” under two conditions: (1) if a split would
cause replication, and (2) if the destination leaf node has
already reached its maximum rule capacity.

a collection of compact, balanced, and independent decision trees
that can be efficiently processed in parallel by the FPGA hardware.
As illustrated in Figure 4, the algorithm construction involves two
key iterative operations: Non-Overlap Split and Rule Kicking. The
pseudo-code of MegaTree can be found in Algorithm 1, and we have
released the source code of MegaTree on the Zenodo[2]/Website[1].
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Algorithm 1: Construction of MegaTree

[

[

o

N

8

Data: Max tree depth maxDepth, leaf bin size binth
Input: Rule set R

Output: Decision Trees roots[n]

roots « 0

currentRules «— R

while currentRules # 0 do
remainingRules < (

newRoot « ConstructMegaTree(currentRules,

remainingRules)

roots < roots U {newRoot}

currentRules < remainingRules

return roots

9 Function ConstructMegaTree(rules, res):

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28
29

30

root < CreateNode(rules)
queue «— {root}
while gueue # 0 do

node «— Dequeue(queue)
if node.depth > maxDepth then
Move excess rules beyond binth to res
node.isLeaf « true
continue
Find optimal split using HyperSplit: select
dimension d, threshold ¢
Calculate leftRules, rightRules, kickedRules for
split (d, t)
if No valid split (leftRules = 0 or rightRules = ()
then
Move excess rules beyond binth to res
Create single-branch child; continue
node.dim «— d
node.threshold « t
Add kickedRules to res
if leftRules # () then
L Create left child; Enqueue(queue, le ftChild)
if rightRules # ( then
L Create right child; Enqueue(queue, rightChild)

return root

3.3.1 Algorithmic Construction Process. The MegaTree algorithm
is designed to compile the complete MegaFlow ruleset into a forest
of compact and balanced decision trees optimized for hardware
matching. The construction is an iterative process. Starting with
the full flow ruleset, each iteration applies the HyperSplit algorithm
to partition the rules. The key to achieving hardware efficiency lies
in the Non-Overlap Split strategy: during partitioning, rules that
would require replication across multiple decision tree branches
(e.g., R5 and R4 in Figure 8), together with the portion of rules
in the current node that exceeds the threshold binth (e.g., R8 in
Figure 8), are "kicked out" and deferred to a subsequent iteration.
This guarantees that all rules in the current tree are unique, thus
avoiding duplication and resulting in a compact and efficient struc-
ture. A critical optimization goal during this process is to balance
the depth of the generated trees, ensuring that the maximum depth
across all trees is as consistent as possible. This uniformity is essen-
tial for achieving predictable, low-latency traversal in the parallel
hardware pipelines, as it prevents any single tree from becoming
a processing bottleneck. The process repeats on the remaining set
of "kicked" rules until no rules are left, ultimately generating a
collection of independent trees.

3.3.2 Hardware-Optimized Design. The use of the HyperSplit al-
gorithm as the core splitting method for building decision trees
is pivotal, as it provides direct control over the maximum tree
depth during partitioning, allowing the construction of trees that
are inherently balanced and depth-bounded. This controllability
is essential for tailoring the data structure to the constraints of
the hardware pipelines. In parallel, the configurable maximum tree
depth as an independent parameter during tree construction pro-
vides direct control over the worst-case traversal latency. These
mechanisms ensure predictable and balanced processing latency
across all parallel matching engines, preventing any single pipeline
from becoming a bottleneck.

3.3.3  Seamless Support for Dynamic Updates. The algorithm na-
tively supports the dynamic nature of the OVS MegaFlow cache.
A core enabler for this is the strict non-replication of rules—each
rule is stored exactly once within a single tree and node, unlike
approaches such as ParaSplit [9] that replicate rules across multiple
trees and nodes. This fundamental property ensures that any inser-
tion or deletion of a rule affects only a single localized point in the
data structure. Consequently, the MegaTree algorithm can identify
the specific tree and node impacted by a change and recompute only



FPGA 26, February 22-24, 2026, Seaside, CA, USA

the necessary branch in microsecond-scale time to generate the cor-
responding hardware configuration. This granular and incremental
update mechanism, managed by the software agent, produces mini-
mal and bounded configuration changes for the hardware, ensuring
that packet classification throughput remains high even during the
most frequent cache updates.

3.4 Detailed Hardware Architecture Design

The MegaTurbo hardware engine is designed as a purely pipelined
high-throughput classifier that directly maps the forest of decision
trees generated by the MegaTree algorithm onto parallel physical
resources. The core design, depicted in Figure 5, is centered on
multiple independent Tree Pipelines that operate concurrently. A
fundamental principle of this design is to enforce constant and de-
terministic latency for every packet through the system, regardless
of the actual path it takes within a decision tree. This section details
the key components and the data flow for both packet classification
and rule updates.

3.4.1 Overall Pipeline Architecture. The top-level classifier is com-
posed of N identical Tree Pipelines, each dedicated to processing
one tree from the MegaTree forest. This multi-pipeline architecture
is the foundation of our design’s scalability and performance. An
incoming packet header is broadcast to all pipelines for simultane-
ous processing. Importantly, each pipeline is designed with a fixed
number of stages, corresponding to the configured maximum tree
depth. Even if a packet would logically reach a leaf node before the
maximum depth according to the MegaTree, it must still traverse
all pipeline stages in hardware, progressing through the remaining
stages as a "bubble" or empty operation. This ensures that every
packet takes exactly the same number of clock cycles to traverse
each pipeline. This deterministic latency is paramount for building
a stable and predictable system, as it prevents timing variations
that could complicate result collection and system synchronization.

This classifier exemplifies our application-algorithm-architecture
co-design: since the MegaFlow classifier inherently contains no
overlapping rules, each packet will find at most one match across
all parallel trees. This domain-specific property allows the final
stage to employ a simple selector instead of the complex priority
resolution logic required in traditional multi-pipeline architectures.

3.4.2  Structure of a Single Tree Pipeline. Each Tree Pipeline is a
deeply pipelined engine that mirrors the structure of its assigned
decision tree. The pipeline is divided into multiple stages, corre-
sponding to the levels of the tree (e.g., root node, level-1 nodes,
level-2 nodes, leaf nodes).

e Node Table RAMs with Dual Read Ports: At the heart of each
stage is a True Dual-Port (TDP) RAM block that stores the node
data. A key feature of our design is that each of the two in-
dependent read ports of the TDP RAM serves a separate and
complete tree search pipeline. This allows two packets to be
processed through the same set of rules concurrently and asyn-
chronously, effectively doubling the classification throughput
without doubling the memory footprint—a crucial advantage
given the scarcity of on-chip memory in FPGAs.

o Node Logic: Each stage contains dedicated Node Logic responsible
for comparing the incoming packet header against the node data

Sheng Lan et al.
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Figure 6: Storage organization of search tree.

fetched from the RAM. Based on the comparison result, the logic
determines the address of the next node in the subsequent level’s
RAM.

Update Engine: Each RAM block is associated with a dedicated
Update Engine. These engines process commands received via
the Update Interface, the engine first determines whether the
target node resides in its local RAM. Only when a match is con-
firmed does it proceed to modify the corresponding node data,
without stalling the packet processing path. This decentralized
update mechanism is key to achieving high and non-blocking
classification throughput.

3.5 Hardware Tree Node Data Structure

The MegaTree hardware node structure is optimized for high-speed
parallel access and efficient memory utilization, while maintaining
extensibility to accommodate diverse OVS rulesets. As illustrated
in Figure 6, The separation of internal and leaf nodes into distinct
memory blocks enables parallel access and efficient resource uti-
lization on the FPGA.

3.5.1 Internal Node Structure. Internal nodes are stored in the Inter
Memory and contain the decision logic for packet traversal. Each
internal node consists of three key fields:

o Field Identifier: Specifies which packet header field to examine.
o Field Value: The comparison value used for branching decisions.
o Pointer: Address of the next child node in the pipeline hierarchy.

This compact structure enables single-cycle decision making at
each pipeline stage, with the field value determining whether pack-
ets should be routed to the left or right child node based on the
comparison result.

3.5.2  Leaf Node Structure with Parallel Matching. Leaf nodes reside

in the Leaf Memory and are designed to store multiple rules within

a single memory address, enabling parallel rule matching. Each

leaf node accommodates multiple rules (i.e., Rule[0] to Rule[j]) and

includes:

o Rule Valid Bits: Bitmask indicating which rule entries contain
valid rules.

e Field Values: Complete specification of each rule’s matching
criteria across k fields.

o Field Lengths: Corresponding prefix lengths for each field, sup-
porting wildcard matching.
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Figure 7: Architectures of inter module and leaf module.

3.6 Module Architecture

Figure 7 illustrates the detailed architecture of the two fundamental
modules in our pipeline design: the inter module for internal tree
nodes and the leaf module for terminal nodes.

3.6.1 Inter Module. As shown in Figure 7a, each inter module
implements an internal node of the decision tree. The module re-
ceives configuration data and packet headers, and processes them
through a multi-stage comparison logic. The core architecture em-
ploys field extraction units that select multiple fields (F; through
Fy) from the incoming packet header, which are then compared in
parallel against pre-configured thresholds stored in the module’s
RAM. Based on the comparison results, the next node address is
generated through an address calculation unit that either adds an
offset or selects from predefined paths. The inter module maintains
deterministic latency through its pipelined design, while the write-
enable control signal supports dynamic rule updates with minimal
impact on packet processing.

3.6.2 Leaf Module. Figure 7b presents the leaf module design,
which terminates the tree traversal and produces final classification
results. The architecture features multiple parallel match units that
concurrently evaluate different rule conditions, with a result aggre-
gation unit that selects the appropriate output from the active match
units. A dedicated update interface supports online modifications
to the ruleset.
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3.7 Dynamic Rule Update Mechanism

A fundamental requirement for a practical MegaFlow classifier is
the ability to handle frequent flow rule updates while maintain-
ing high packet classification throughput. MegaTurbo meets this
requirement through a sophisticated non-blocking, interleaved up-
date mechanism that seamlessly integrates rule modifications with
ongoing packet processing.

3.7.1 Update Interface and Command Processing. The update mech-
anism operates through a dedicated path that connects the Online
Rule Update Agent to the hardware pipelines. When rule modifica-
tions occur, the update agent computes the necessary changes to the
MegaTree structure and generates corresponding memory access
sequences (the addresses and data to be written in) for online rule
updates, a process that is completed within microseconds. These
commands are delivered directly to the specific pipelines affected
by the changes, enabling precise targeting of individual pipeline
elements without disturbing unrelated processing elements.

3.7.2  Non-Blocking Interleaved Update Mechanism. The core of
the update mechanism lies in the interleaved execution of write
operations with normal packet processing. The system strategically
inserts write instructions into gaps between packet processing cy-
cles, utilizing idle memory port bandwidth to complete rule updates
without pausing any pipeline. This design enables Port B (the sec-
ond port in the TDP RAM) to serve read requests for one pipeline
while switching to write mode during specific cycles to perform
update operations, then immediately resuming normal read ser-
vice—making the entire process transparent to packet processing.

3.7.3 Bounded Latency and Throughput Impact. This interleaved
approach ensures that update operations have a strictly bounded
and predictable impact on system performance. Since write instruc-
tions are seamlessly integrated into the normal packet processing
flow, there is no pipeline bubble or stalling penalty. Since each
update involves modifications to only a few nodes, the impact on
overall throughput is negligible.

3.7.4  Fault Tolerance and Fallback Mechanism. To ensure reliable
classifier construction and rule updates, MegaTurbo incorporates a
fallback mechanism where a pre-configured empty pipeline serves
as a guaranteed placement for new rules when insertion fails —
whether during initial tree building or subsequent dynamic updates
due to insufficient space in existing trees, thus maintaining system
availability without interrupting packet processing.

3.8 A Running Example

To illustrate the operation of the MegaTurbo system, we present a
concrete example that traces the journey of flow rules from software
data structures to hardware pipeline configuration. This example
demonstrates how the MegaTree algorithm transforms a set of rules
into an optimized decision tree structure, and how this structure is
subsequently deployed onto the FPGA for high-speed classification.

3.8.1 Tree Construction in Software. As shown in the first layer
of Figure 8, the MegaTree algorithm begins with a set of rules
in Table 1. It applies the HyperSplit method with Non-Overlap
Split and Rule Kicking strategies to build a balanced decision tree.
The construction creates multiple splitting nodes based on field
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Figure 8: A running example for rules in Table 1 (binth=2).

X values, with threshold comparisons such as X < 7 at the root
node, followed by X < 3 and X < 11. Specifically, rules R5 and R4
are kicked out during the first and second splits due to potential
rule replication, while R8 is kicked out when a leaf node reaches
the maximum depth (2) while containing more rules than the binth
threshold (2). The kicking mechanism ensures proper distribution
of conflicting rules and eliminates duplicates in leaf nodes.

3.8.2 Software Data Structure Implementation. The second layer
of Figure 8 shows the software representation of the decision trees.
Each node in the tree is implemented as a structured data element
containing: field identifier, comparison value, and pointers to child
nodes. The Root Node and Internal Nodes perform the branching
decisions, while the Leaf Nodes store the actual rules that will be ap-
plied when packet traversal reaches them. The software maintains
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this complete representation to enable dynamic updates and regen-
eration of hardware configuration files when the ruleset changes.

3.8.3 FPGA Hardware Configuration. The third layer of Figure 8
illustrates the hardware instantiation, which maps the software
decision tree directly onto the MegaTurbo pipeline architecture.
The 1st Tree Module implements our example tree across multiple
pipeline stages: the Root Module (Stage 0) stores the root node
comparison value (7) in registers for immediate access, subsequent
Internal Modules (Stages 1) store internal node data in Block RAMs
with field values {3, 11}, and the Leaf Module (final stage) contains
the actual rules distributed across different memory locations. A
parallel 2nd Tree Module demonstrates the system’s ability to handle
multiple trees concurrently, implementing additional rules like Rule
8. This modular design allows packets to flow through the pipeline
stages, with each stage contributing to the classification decision
until a final rule match is identified in the leaf stage.

4 Implementation Results

4.1 Experiment Setup

4.1.1 Hardware Platform. Our evaluation platform consists of a
server with an Intel Xeon Platinum 8575C processor and 30GB
memory, running Ubuntu 22.04. The accelerator is built on a Xilinx
Virtex UltraScale+ VU9P FPGA. The MegaTurbo design is imple-
mented in Vivado 2022.2, targeting a clock frequency of 250 MHz.

4.1.2  Rulesets and Workloads. Three types of rulesets are gener-
ated by ClassBench [53] for performance evaluation: Access Control
List (ACL), Firewall (FW), and IP Chain (IPC). Specifically, ACL and
FW each comprise five distinct rulesets with 100K rules, while IPC
includes two rulesets at the same scale, resulting in a total of twelve
representative rulesets. The 100K MegaFlow rules and accompany-
ing traces are generated using the OVS TestBench open sourced by
the NuevoMatch paper [43].

4.1.3 Implementation Configuration. The Virtex UltraScale+ VU9P
FPGA provides substantial on-chip memory resources including
abundant Block RAMs and UltraRAMs. This memory-rich archi-
tecture enables the implementation of multiple parallel processing
pipelines, each containing complete decision tree structures for
high-throughput packet classification. The design entry was de-
veloped using Verilog HDL and implemented with Vivado 2022.2,
employing the Per formance_Explore strategy for implementation
to achieve optimal timing closure. The tree depth is set to 11 layers
with a binth of 8, and 8 Tree Pipelines are implemented.

4.14  Evaluation Methodology. We employ multiple metrics to com-
prehensively evaluate system performance:

Classification Throughput: Measured in millions of packets
per second (MPPS), reflecting the raw packet processing capability.

Update Throughput: Measured in thousands of updates per sec-
ond (KUPS), representing the system’s capacity to handle dynamic
rule modifications.

Resource Utilization: FPGA resource consumption including
LUTs, Registers, BRAMs, and LUTRAMs.

Maximum Frequency: The highest achievable operating fre-
quency of the implemented design, measured in MHz.
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Table 2: Implementation result for different rulesets

CLB LUTs | CLB Registers | BRAM | LUTRAM Max

Ruleset (1182240) | (2364480) | (2160) | (591840) | Frequency
ACL1_100K 3.23% 2.05% 29.17%| 0.39% |250.90 MHz
ACL2_100K | 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
ACL3_100K | 3.23% 2.05% 29.17% | 0.39% |250.94 MHz
ACL4_100K | 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
ACL5_100K 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
FW1_100K 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
FW2_100K 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
FW3_100K 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
FW4_100K 3.53% 2.31% 31.71%| 0.21% |250.38 MHz
FW5_100K 3.53% 2.29% 31.71%| 0.21% |254.39 MHz
IPC1_100K 3.23% 2.05% 29.17%| 0.39% |250.94 MHz
IPC2_100K 3.54% 2.32% 31.71%| 0.21% |251.26 MHz

4.2 Resource Utilization

Table 2 presents the detailed resource utilization of MegaTurbo in
all 12 MegaFlow rulesets on the Xilinx Virtex UltraScale+ VU9P
FPGA. The results demonstrate consistent and efficient resource
usage patterns in different rule types and configurations.

4.2.1 Logic Resource Utilization. The utilization of CLB LUTs re-
mains highly stable across most rulesets, ranging from 3.23% to
3.54% of the available resources. Similarly, CLB register utilization
shows minimal variation, maintaining between 2.05% and 2.32%.
This consistency across different rule types (ACL, FW, and IPC)
demonstrates the robustness of our architecture in handling diverse
classification patterns. The consistently low LUTRAM utilization
(0.39% for most rulesets and 0.21% for others) not only indicates an
efficient memory organization, but also alleviates routing conges-
tion and timing pressure, while simultaneously reserving substan-
tial resources for future functional expansions.

4.2.2  Memory Resource Utilization. Block RAM utilization shows
two distinct patterns: 29.17% for the majority of rulesets and 31.71%
for FW4, FW5, and IPC2 rulesets. This variation reflects the different
memory requirements of various rule characteristics while main-
taining overall efficiency. The consistent BRAM usage within each
category demonstrates predictable memory footprint regardless of
specific rule compositions.

4.2.3 Timing Performance. Allimplementations successfully achieve
timing closure with maximum operating frequencies ranging from
250.38 MHz to 254.39 MHz, comfortably exceeding our target fre-
quency of 250 MHz. The minimal frequency variation across differ-
ent rulesets (standard deviation of 1.07 MHz) highlights the deter-
ministic nature of our pipeline architecture and its insensitivity to
ruleset variations.

The results confirm that MegaTurbo maintains stable resource
utilization and timing performance across diverse classification
workloads, making it suitable for deployment in production envi-
ronments with varying traffic patterns.
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Figure 9: Throughput for 100K rulesets.

4.3 Performance Evaluation

4.3.1 Classification Throughput. As shown in Figure 9, evalua-
tion across all twelve 100K MegaFlow rulesets demonstrates that
MegaTurbo achieves a sustained classification throughput of ap-
proximately 500 MPPS, with remarkable consistency across diverse
ACL, FW, and IPC rule types. This performance stability under-
scores the robustness of our pipeline architecture, attributable to its
deterministic fixed-depth design and efficient parallel processing
across multiple tree pipelines.

The achieved throughput of 500 MPPS not only meets but ex-
ceeds modern high-speed network requirements, maintaining peak
performance even with complex rule configurations. This positions
MegaTurbo as a compelling solution for next-generation data cen-
ters, ensuring both high performance and consistent quality of
service regardless of specific ruleset characteristics.

4.3.2  Incremental Update Throughput. The incremental update
throughput of MegaTurbo is evaluated under extreme conditions to
measure its peak capability. Specifically, one classification pipeline
is temporarily disabled to dedicate all resources to continuous up-
date operations, creating a worst-case scenario for update perfor-
mance measurement. As shown in Figure 9, under these intensive
conditions, the system achieves update throughput ranging from
approximately 300 KUPS to 500 KUPS across different 100K rulesets,
with most rulesets clustering in the higher performance range, far
exceeding the actual requirement for flow table update performance
in real OVS system (the MegaFlow cache in real OVS system is
typically limited to 200K entries) [19, 37, 71].

This stress test demonstrates MegaTurbo’s robust capability to
handle intensive update workloads when required. The measured
throughput represents the upper bound of the system’s update
capacity, showcasing its ability to sustain substantial update rates
even under maximum load. In practical deployment scenarios where
classification and update operations coexist, the system maintains a
balanced performance profile while ensuring uninterrupted packet
processing during rule modifications.
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Table 3: Comparison of decision tree based approaches on FPGA

. Resource Consumption Classification Microsecond-scale
Approach Ruleset Scale Device

LUT | Registers ‘ BRAM ‘ URAM | Throughput (MPPS) | On-the-fly Update
Proposed MegaTurbo Ultrascale+ VU9P 26828 49367 630 0 501.88 v
HACL [57] UltraScale+ XCVU35P 190811 335203 416 156 280.74 X
KickTree_Systolic [58] 100K Ultrascale+ VU9P 506670 550812 1836 936 121.40 v
TcbTree [59] Ultrascale+ VU9P 66834 111719 990 792 45.6 v
KickTree_Parallel [61] Ultrascale+ VU9P 607596 819039 1815 762 172.9 v
MBitTree on FPGA [51] Virtex-7 XC7V690T 37828 75656 818 0 175.9 X
Virtex-5 XC5VFX200T | 7044 \ 173 0 3235 X

REC [3]

Virtex-6 XC6VLX760 7044 \ 173 0 388.2 X
UTPC [18] Stratix III EP3SE260H780 | 40070 \ 852 0 433 X
D?BS [64] 10K Virtex-5 XC5VSX240T \ \ \ \ 263.7 X
HyperCuts on FPGA [17] Virtex-5 XC5VFX200T 10307 \ 407 0 250.7 X
ParaSplit [9] Virtex-5 XC5VSX240T 48380 \ 399 0 200.4 X
CubeCuts [4] Virtex-5 XC5VFX200T 45656 \ 195 0 368.8 X
HyperSplit on FPGA [38] Virtex-6 XC6VLX760 2988 5976 103 0 230.5 X

4.4 Comparison With Related Work

Table 3 presents a comprehensive comparison between MegaTurbo
and state-of-the-art decision-tree based packet classification ap-
proaches implemented on FPGAs, with MegaTurbo evaluated using
the ACL1_100K ruleset. The evaluation demonstrates MegaTurbo’s
significant advantages in both performance and resource efficiency.

In the 100K ruleset category, MegaTurbo achieves the highest
classification throughput of 501.88 MPPS while consuming the least
hardware resources among all comparable approaches. Specifically,
our design utilizes only 26,828 LUTs and 49,367 registers, represent-
ing 5.3% and 9.0% of KickTree_Parallel’s consumption respectively.
Notably, a primary driver behind the resource enhancement lies
in the fact that the throughput of MegaTurbo is supported by a
single core, whereas that of KickTree_Parallel is provided by ap-
proximately six cores. Furthermore, MegaTurbo requires only 630
BRAMs and 0 URAMs, substantially less than other 100K-scale so-
lutions. This exceptional resource efficiency directly translates to
better scalability and lower power consumption.

Compared to KickTree variants, MegaTurbo delivers 2.9~4.1x
higher throughput while reducing LUT usage by 47~95%. When
compared to TcbTree, our solution provides 11X higher perfor-
mance with 60% fewer LUTs and 36% less BRAM consumption.
Even against smaller-scale 10K ruleset approaches, MegaTurbo
maintains competitive advantages, outperforming most designs in
throughput while handling ten times larger rulesets.

Notably, MegaTurbo successfully supports dynamic rule up-
dates—a feature lacking in several high-performance designs such
as HACL and MBitTree. Although other pure-pipeline approaches,
including HyperSplit on FPGA and ParaSplit, have claimed support
for dynamic updates, they suffer from significant rule replication
issues when handling large-scale rule sets. This leads to substantial
computational overhead in software preprocessing, making it diffi-
cult to meet the real-time requirements of SDN dynamic updates.
For instance, evaluations show that the average rule replication
ratio can reach thousands of times in such algorithms [26]. More-
over, these approaches have not provided detailed implementation

schemes or corresponding evaluation results for dynamic updates.
This combination of high throughput, minimal resource footprint,
and practical update capability positions MegaTurbo as a compre-
hensive solution for modern data center requirements, effectively
addressing the scalability challenges that limit existing approaches
in large-scale deployment scenarios.

5 Conclusion

This paper presents MegaTurbo, an innovative FPGA-based accel-
erator that effectively overcomes the performance limitations of
the MegaFlow classifier in Open vSwitch. To the best of our knowl-
edge, MegaTurbo represents the first decision-tree based FPGA
accelerator specifically designed for the MegaFlow classifier. Our
solution employs a co-design methodology integrating algorithm
and hardware optimization, featuring three core contributions: the
hardware-friendly MegaTree classification algorithm specifically
designed for MegaFlow rules, a parallel multi-pipeline architecture
guaranteeing deterministic latency, and a CPU-FPGA collaborative
framework enabling efficient dynamic updates. Comprehensive
evaluation demonstrates that MegaTurbo achieves exceptional per-
formance on large-scale rulesets. The system’s consistent perfor-
mance across diverse rule types establishes MegaTurbo as a robust
and scalable solution for modern data center networks, success-
fully addressing the critical challenge of maintaining both high
performance and flexibility in dynamic cloud environments.
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